
- Phdng GDDT huyQn, th! xa, thanh ph6;
- Trung tam GDNN-GDTX huyQn, thixS;
- C6c don vi truc thudc Sd.

Theo dA nghl tai C6ng vdn si5 ZtOlSfff ngity 0ll7l2O2l cta Sd Th6ng
tin vd TruyAn thdng vC viQc 04 15 h6ng m6i trong BIOS cria m6y tinh, thi6t bi
Dell, Sd Gi6o dgc vir Edo t4o y6u cAu Thri truong c6c <Icrn vi tri6n khai vh thtrc
hiQn c6c nQi dung sau:

t. D6 han ch6 c6c rui ro vA nguy co m6t an toan th6ng tin, ki6m tra, rir
so6t m6y tinh, thi6t bi cria hdng Dell c6 khi ndng bi anh huong boi 0a 16 h6ng
mdi trong BIOS (Cl/E-2 02 I -2 I 5 7 I, CYE-202 I -2 I 5 7 2, CVE-202 1_-2 I 57 3, CVE-
2021-21574) <16 cQp nhft ban v6l6i tuong fmg tr6n img dqng h6 trg cfia hdng
Dell sin xuit.

2. Ting.cudng rir so6t thi6t bi, giritn s6t vir sin sd.ng phuong rin xri lf khi
phrit hiQn c6 d6u hiQu b! khai th6c 16 h6ng, tAn c6ng hQ th6ng m4ng.

3. Th6ng tin don vi chri quan kip thdi khi ph6t hiQn c6c hQ th6ng c6 bi6u
hipn bi khai th6c, tdn c6ng m4ng, tri€n khai ngay c6c biQn ph6p xri lf ngin ch4n.

Trong qu6 trinh trirSn khai, thlrc hiQn, n6u cO vdn dE li6n quan li6n hQ Ong
Nguy6n Dric HuAn, Ph6 Chanh vin phdng, Sd Gi6o dpc vd Ddo t4o, DTlZalo:
0914121856, email: ndhuan@quangngai.edu.vn di5 theo d6i, t6ng hqp, tham
mtru chi d4o./.

UBNDTINHQUAI{GNGAI
socrAoDU.cvADAorao

cpNG HOA XaHQr CHU NGHI,A, Vrgr NAM
DOcEp-I\rdo-H4nhphnc

QudngNgdi, ngcy AL thdngT ndm202t

rAvr ooc

n Nggc Thii

Noi nhQn:

- Nhu tr€n; : -.-- 50 I hong trn va I ruyen I nong;
- LEnh tlao So GDDT;
- Cric phdng thuQc Sd GDDT;
- Ltru: VT, VP, ndh. vA oi

Grio D

s6t ,t\J\lscDDT-vp
V/v canh b6o ciic 16 h6ng moi

trong BIOS m6y tinh, thi6t bi Dell

Kinh gti:



2
cI

+ ,,

Thdng tin
cun

1. Th6ng tin v

2. Cic sin ph6m biinh hu&ng

PHU LUC
o mQt do SO Thing tin vd Truyin thing
s6: 786/5TTTT ngdy 01/7/2021.

c

Ia

TT Me l5i Mri'c tIQ M6 te

I cvB-2021-21571
Trung binh

CVSS (3.1):5.9

LO h6ng trong Dell
BIOSConnect vd Dell HTTPS
Boot,cho ph6p gi6 m4o chimg
thu s6.

2

cvB-2021-
2t572,CYE-
202t-21573,

cyE-2021-21574

t5i tran b0 deT cho ph6p vugt
qua c6c co ch6 ki6m so6t d6

thgc thi c6c do4n m6 dQc hai voi: .. ..
quyen nguol dung quan t4.

Khai th6c dugc khi c6 quyAn

truy cQp cgc bQ.

Sin phim
6nh hu&ng

Phi6n bin
BIOS cin c$p

nh$t

Supports
BIOSConnect

Supports
HTTP(s)

Boot

Ngiy phit hinh
(MM/DD/rYYY)

Alienware
m15 R6

Yes Yes 6/2U2021

ChengMing
3990

1.4.1 Yes No 612312021

ChengMing
3991

1 4 1 Yes 6t23t202t

Dell G15 5510 1.4.0 Yes Yes 61211202t

Dell G15 551 I 1.3.3 Yes Yes 612U2021

Dell G3 3500 1.9.0 Yes No 612412021

Dell G5 5500 1.9.0 Yes No 6t24/202t
Dell G7 7500 1.9.0 Yes No 6123/202r

DellGT 7700 1.9.0 Yes No 6/23/2021

Inspiron 14
5418

2_ 1.0 406 Yes Yes 612412021

Inspiron 15

5518
2.1.0 1.06 Yes Yes 6124t2021

Inspiron 15 1.0.4 Yes Yes 61231202t

Cao

CVSS (3.1): 7.2

1.3.3

No



J

Phi6n b:f,n

BIOS cin c$p
nhft

Supports
BIOSConnect

Supports
HTTP(s)

Boot

Ngiry phit hinh
(MM/DD/YrYY)

7510

Inspiron 3501 1.6.0 Yes No 612312021

Inspiron 3880 t.4.1 Yes 6123/202r

Inspiron 3881 t.4.1 Yes 612312021

Inspiron 3891 I .0.1 I Yes Yes 612412021

Inspiron 5300 1.7.1 Yes No 612312021

Inspiron 5301 I 8 I Yes 61231202t

Inspiron 5310 2.t.0 Yes Yes 6t23/2021

Inspiron 5400
Znl 1.7.0 Yes No 6t2312021

Inspiron 5400
AIO

1.4.0 Yes No 6t231202t

Inspiron 5401 1.7.2 Yes No 6t23/2021

Inspiron 5401
AIO

1.4.0 Yes No 6t231202r

Inspiron 5402 1 5 1 Yes No 612312021

Inspiron 5406
Znl I 5 1 Yes No 6t2312021

Inspiron 5408 t.7.2 Yes No 612312021

Inspiron 5409 I 5 1 Yes No 61231202t

Inspiron 5410
2-ir-l 2.t.0 Yes Yes 61231202t

Inspiron 5501 Yes No 6123/2021

Inspiron 5502 1 5 I Yes 6123/2021

Inspiron 5508 1.7.2 Yes No 6t231202r

Inspiron 5509 1 5 I Yes No 612312021

Inspiron 7300 1 .8.1 Yes No 612312021

Inspiron 7300
2nl 1.3.0 Yes 6t23t202t

Inspiron 7306
2nl I 5 1 Yes No 6t2312021

Inspiron 7400 I 8 1 Yes No 6t23t2021

Inspiron 7500 1.8.0 Yes 612312021

Inspiron 7500
2nl - Black

1.3.0 Yes No 612312021

Inspiron 7500
2n1 - Silver

1.3.0 Yes 612312021

Sin phAm
inh hu0ng

No
No

No

1.7.2

No

No

No

No
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SAn ph6m
inh hu0ng

Phi6n bin
BIOS cin c$p

nhit

Supports
BIOSConnect

Supports
HTTP(s)

Boot

Ngiy ph6t hirnh
(MM/DD/YYYY)

Inspiron 7501 1.8.0 Yes No 612312021

Inspiron 7506
2nl I 5 I Yes No 612312021

Inspiron 7610 1.0.4 Yes Yes 612312021

Inspiron 7700
AIO

1.4.0 Yes 6123t202t

Inspiron 7706
2nl I 5 1 Yes

Latitude 3120 1.1.0 Yes 6t23t2021

Latitude 3320 1.4.0 Yes Yes 6/23t2021

Latitude 3410 1.9.0 Yes 612312021

Latitude 3420 1.8.0 Yes No 612312021

Latitude 3510 1.9.0 Yes 612312021

Latitude 3520 1.8.0 Yes No 61231202t

Latitude 5310 t.7.0 Yes No 612412021

Latitude 5310
2inl 1.7 .0 Yes 6124t2021

Latitude 5320 1.7.1 Yes Yes 6121t202t

Latitude 5320
2-in-l 1.7.1 Yes Yes 6/2y202t

Latitude 5410 1.6.0 Yes 612312021

Latitude 5411 Yes No 612312021

Latitude 5420 1.8.0 Yes Yes 61221202r

Latitude 5510 Yes No 612312021

Latitude 551I 1.6.0 Yes 6/23t2021

Latitude 5520 r.7.1 Yes Yes 612U2021

Latitude 5521 1.3.0 A03 Yes Yes 6122t2021

Latitude 7210
2-in-l 1.7.0 Yes No 612312021

Latitude 7310 t.7.0 Yes No 6123/202t
Latitude 7320 1.7.1 Yes Yes 6123/202r
Latifide7320
Detachable

1.4.0 A04 Yes Yes 6122/202r

Latitude 7410 Yes No 6/23t2021
Latifide7420 1.7.1 Yes Yes 6t23t2021
Latitude 7520 1.7 .t Yes Yes 6/23t2021

Ia
G
o
I

\

No

No 612312021

No

No

No

No

No
1.6.0

1.6.0

No

t.7.0
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Sin ph6m
rinh hu&ng

Phi6n bin
BIOS cin cip

nh$t

Supports
BIOSConnect

Supports
HTTP(s)

Boot

Ngiy phit hinh
(MM/DD/YYYY)

Latitude 9410 1.7.0 Yes No 6t23t202r

Latitude 9420 1.4.1 Yes Yes 6t23t202t
Laritude 9510 1.6.0 Yes No 6123t202r

Latitude 9520 1.5.2 Yes Yes 612312021

Latitude 5421 1.3.0 A03 Yes Yes 612212021

OptiPlex 3080 2 1.1 Yes No 612312021

OptiPlex 3090
UFF

t.2.0 Yes 612312021

OptiPlex 3280
All-in-One

1.7.0 Yes No 612312021

OptiPlex 5080 1.4.0 Yes No 6123/2021

OptiPlex 5090
Tower

1.1 .35 Yes Yes 6123/202t

OptiPlex 5490
AIO

1.3.0 Yes Yes 612412021

OptiPlex 7080 1.4.0 Yes No 61231202t

OptiPlex 7090
Tower

1 .1.35 Yes Yes 612312021

OptiPlex 7090
LIFF

1.2.0 Yes Yes 612312021

OptiPlex 7480
All-in-One

1.7.0 Yes 612312021

OptiPlex 7490
All-in-One

1.3.0 Yes Yes 6/2412021

OptiPlex 7780
All-in-One

1.7.0 Yes 612312021

Precision l7
M5750

1.8.2 Yes No 61912021

Precision 3440 Yes No 61231202r

Precision 3450 l.l .35 Yes Yes 612412021

Precision 3550 1.6.0 No 6123t202t

Precision 3551 1.6.0 Yes No 61231202r

Precision 3560 1.7.1 Yes Yes 612U202t

Precision 3561 1.3.0 A03 Yes 612212021

Precision 3640 1.6.2 Yes No 612312021

Precision 3650
MT Yes 6/2412021

4
$

Yes

No

No

1.4.0

Yes

Yes

1.2.0 Yes
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Sin ph6m
inh hu0ng

Phi6n bin
BIOS cAn c$p

nh$t

Supports
BlOSConnect

Supports
HTTP(s)

Boot

Ngiry ph{t h}rnh
(MM/DD/YYYY)

Precision 5550 I 8 I Yes No 612312021

Precision 5560 1.3.2 Yes Yes 6/23t2021

Precision 5760 l.l 3 Yes Yes 6/1612021

Precision 7550 1.8.0 Yes No 612312021

Precision 7560 1.1 2 Yes Yes 612212021

Precision 7750 1.8.0 Yes No 6/23t2021

Precision 7760 1.t.2 Yes Yes 6122/2021

Vostro 14

5410
2.1.0 A'06 Yes Yes 612412021

Vostro 15

5510
2.1.0 A06 Yes Yes

Vostro 15

7510
1.0.4 Yes Yes 6t23t2021

Vostro 3400 1.6.0 Yes 612312021

Vostro 3500 1.6.0 Yes No 61231202t

Vostro 3501 1.6.0 Yes 612312021

Vostro 3681 2.4.0 Yes 61231202t

Vostro 3690 1.0.11 Yes Yes 612412021

Vostro 3881 2.4.0 Yes 612312021

Vostro 3888 2.4.0 Yes No 612312021

Vostro 3890 Yes Yes 612412021

Vostro 5300 t.7.1 Yes No 6/23t202t
Vostro 5301 1 .8.1 Yes No 612312021

Vostro 5310 2.t.0 Yes Yes 6/2312021

Vostro 5401 1.7.2 Yes No 6/23/2021

Vostro 5402 1 5 I Yes No 61231202t

Vostro 5501 1.7.2 Yes No 612312021

Vostro 5502 1 5 1 Yes 6/2312021

Vostro 5880 L4.0 Yes No 6/23/2021

Vostro 5890 1.0.1 I Yes Yes 6/2412021

Vostro 7500 1.8.0 Yes 612312021

xPS l3 9305 1.0.8 Yes No 6123/2021

XPS 13 2in1
9310

2.3.3 Yes No 61231202t

xPS 13 9310 3.0.0 Yes No 6124t2021

xPS 15 9s00 I I8 Yes No 6123/202r

,
D

u
/t
\

612412021

No

No
No

No

I .0.1 I

No

No
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Sin phim
6nh hu&ng

Phi6n bin
BIOS cin cfp

nhit

Supports
BI0SConnect

Supports
HTTP(s)

Boot

Ngiy ph6t hinh
(MM/DD/rYYY)

xPS 15 9510 1.3.2 Yes Yes 61231202t

xPS 17 9700 1.8.2 Yes No 61912021

xPS l7 9710 1.1 J Yes Yes 6n512021

3. Hu6rng din khic phgc
3.1. Ddi vbi nhibng mdy tfnh cQp nhQt b,fin vd.BIOS
C6 nhi6u c6ch d€ cip nhat BIOS. Theo khuy6n ngh! cta h6ng, nguoi dtng

c6 thrS st dgng mQt trong c6c c5ch sau:

C6ch l: Cei det [mg dqng cta Dell Notification dC nhan th6ng b6o tU ttQng
vd c|p nhat khi c6 ban vri m6i.

CLch2: Tai ban v6 vd cii d4t tht c6ng.
3.1.1. Cdch 1: Cdi iIfi ftng dqtng hd trq crta DELL itd nhfin thdng bdo cQp

nhQt vd cfip nh|t khi cti bdn vd moi.
a) Cdi iIfi ftng dyng SupportAssist crta DELL

- Bl: Truy c{p vio trang: https://www.dell.com/suDport/contents/en-
vn /article/product-support/self-support-knowledgebase/soft ware-and-
downloads/suooortassist chon Download S upportAssist 1

a.f

S
rAc

OA

Ou/

wnd .an llv. Mp !o,r nrd?

dL Download SupportAssin

Al Dell, we lJnd€rsland you have more lmportanl thin96 to do than koL-{reshool issues. SupporlA$ist is the smart teclhdogy lhat keeps
your clnputer ru$rklg at ats best supponaEbl poacuvely ched.s the hedttr ol tour systefiYs hadwarc and softwrre. lvlrefl ar isale is

detecisd the n€cessary syster$ slate lnloitatlon ls senl lo De[ ,o, lrd]blFJtrtotirE to begin. Ddl r{lll clntact you to $an i€ resoludoai

coiveGation, preremits issrres tlom becomlnq costly prob{ems.

C6tomers wlt l Premftrm Suppon or Pledium Sspport Plus eiJoy the auto.mled lssle dedectlon, notltrcauon and case caeatlon offeted

by SwponAssist. Pro$Apsrl PIos or Premiurn Plus 6ervice eotillements eajot th€ tull set ot ,ealures, hcludln! predrttue issue detection

erd falk re preveilioo s}batert6, tans, solid $ate drlyea, and hard drtvea

SoprorlAssist is paeinstalted on mosl Ddl devk6 running Whdows operatirE sygem and crn be lound in the S.tart me'ru !hde, A,
PrlgaamshrheD€[orAlter.sr€fol6er.ttltisnolprelnsu]lle4yoocendo*nload$ppo{tAsgnbebw:

Dell SupportAssist for PCs

Auomarad, paorctive, ard predictive Suppori

+r

@
siervlc 3 gpp.rl

Ft dEts4odl l(elaroeBa* rh.rnrlcdttr&ls S.l@ftqEts&OatratngdG (t6.&4Ddl Cdldsr$..r



Downloadlng and inslalHng $rpportAsslst strrtr.e fihs.

0a

Getting application fi les

Cancel

SupportAssist lnstaller

8

- 82: CAi dat bQ cdi SupportAssistlnstaller.exe

- 83: Sau khi cii d4t, vio rmg dpng SupportAssist. T4i mpc Get driver &
Downloads cho.n Rrz a6 fit aau ki6m tra c6c bin v6, cip nhpt cria mrly

.c.

a
Dl

0'r

'NG

We're ready to help
Yoo can kEep your co.rputd rurrirg al its best by p€rformiiq ttE tesNs bdovr.

I

t-lA l!.!J

OptimizeGet drivers &
downloads

Clean
flles

Tune
perfolmance

Scan
hardvaare

J6262421

- By'.' Sau khi ch4y, n6u c6 ban c$p nhflt, img dung sE hiQn th6ng b6o

@ X

@ SupportAssist

SrtD.Ia!rl59t28rt 8 Prorr€ O

$,.

Tlol{ioshelq Hilrdt G€lsl,prsr

CI



9

Gel Orivers &
oownloads

@

@

ii

-

lune
Pertormince

Optimizr
Netwoak

Clean
Files

@ SupporlAssisl

A Plofl. I

+ Chgn Updote Now d€, ki6m tra th6ng tin crlc ban c0p nh4t de tei v6. Chgn c6c
ban cdp nhit duo. c cdi/khdng dugc cii vho m6y bing crich tich vdo 6 dAu m5i
ban c{p nhQt
+^Chgn Install d6 bdt d6u quri trinh cfp nhft, khdi dQng 14i miry n6u img dgng
yeu cau

I

b) Cdi itgt ftng dyng DELL Update
- B1: Truy cap trang:
ynl 000 I 7 7 3 2 5/del l-command-update

urgenr

Recommended

i:*

https ://www. dell.com,/suooort&bdoc/en-

+ Chgn Version Dell Updatevi download img dung

a/rnli2

Updates are available
ckl l!dl. L.r ro urdar. &e *i!"rs

E,

@ supporussist o

We're ready to update your PC.

,.rr.i*.c*offr



Dell Command Update
Sumnury: Connload Sell Commaad Updaie ana aeac elease aotes and sp€cit:caliol-;s.

aiictE @tlrlNr

RA-IE llils ABlratl .|.! Codlr'd llhin B. sra.4alGe .rd.cari6,lo. @rs|' i.l cnern.c$rd?rs rhd F.vld6 updara tor.Fs $t*4 !n6r i5 de.sed E!

lh{. Iiis etdi€tor sirpiirG lho alos, ar.tmre, dier, .a! 4rl,..ldl upa:re .r9eaenc? lf oeil c!treid d]6t hadea.e Tn6 .! n:adoi
6n.l!o b€ os.d ro lnd. ariy€76.ne, |n€ o'€{arlR lysr.o,!d.etwoi( dn*6 ae 

'6tzned 
aesed d d:€@6!!16ldedfty.

YdE 6e (B a:1de 134507.oel, c.nnald esd Cesiio* anegs to qe.l€ 3 rE odtr, .d drqrier lgdales id 0.ll .offi.ia, cedt
dcvi*s 8nd nep tur$€. sir@rJre npn.le .ltcns D.rl conn*J I upda!. catr be s.d a1 lp sa$im to rBr.I nl* !!d.16.

taor.. Iboonrfi.n hrbrE D€ri hiltry r6@m.$s Eprlying tE kt€rt o€* c.mrEn6 
' 

update durtnq rou. *xr *r€dul€d !p<,.i. q/cle. urdales
@1.!n lealue ar}'acerBrs d dt.ngea $ar r.rre. rne o{rlrlrr} ,.rd fl3rtrE;ity oi !!6 cornrird

]ner. ee i*o a.lrnhads ava,r65rr l- !e,r Conmatd I Uodale:

Dell Commsnd I 4.2.1

Lirilei53ll&4dElrElds6 ss@ i$ lgldlo* 10 32 3.d 6. bn

HEEg!'-32,!o!-6iirr-s{!rls1Sar6o!]d]!&asJ.3i*4{f!

+ch downloud tran

l0

vira md ra sau khi click viro link tr6n

I,
\

0
I
\(

Dell Command I Update Application for Windows 10

sra.,+.rd!. appldrir !d .n4r sFrsa s.t FeiiB i,ai6:6ld s-'sl6ar sotlw!€ d!61 ls r.&€.4 by 0e{ ,1,i5 .reri3ri.. slnlhfe h. BOS lcfrde dtntr, $d rlrtart.dl |4dae
qF.ieE tor &n c!,.nt hed€e-

tbd.ie P6ck g. ro. MS lyhdo*s 323h
&lrc.fl dr3ld{hd.teAprqzidlicly.co6ro_WrRi,tA_!nt!42-1_AllODc
HITP
27.79L,5
ttell ihdar. h.taels {AJP) tn iti.rDsotr tvldovs 32Er tarat n$! b..n &srq* t M o Utslson a!}6ors 6,4tt q6dh!
sr5l4' 0.4 l@te P-*.q6 (urP) !r ,6.r!!.dr {tnd.* e6{ tdnx *fl oir-y M 6 Mt@sdr $lF{rrys 64tit olealirE

.'

{n
teos.wlB*:e:h! a oericedrhs rCd.rebesmtos€+ct [Fo.e$ais 3Dr{.Aht fs

Catego.y

6et tte tatest driver
go*dtrd tE pr.l61 d.'6tu to v'a tr l.rBr das ttfd@rF ld !.* sFtm

Fixes & Enharcem€ots
tunalErd tLr.lo€! 6eda *

. nr.lbved rde*{rr Mlr boql$ rt6neG6

vrrsim

Relaase date
o.aJc 2Q1

lmPortancc
iedrani.c

Availabl. formats

- B2: Cdi d{t fng dung

4?



lnslall or update your syslem wilh this softivate

Dell Command I Configure
v,t.5.0.205 (A001Aptil 30, 2021

only e)dracl conlents ofsotuvare update

@ 2005 - 2{U t Oel lnc. AI rigfits reeerv€d.

o

D(LL

rhe Inst{stic{d(R) Waad wil cdnd.te the i1shl.tql of Dd
Cqnnad I Cmfigrre m yq, cDllgJter. To s ire, dd(
llext,

x1S Dell Command I Configure v4,5.0205

B€sumlrg the InstaXShieU Wuard for Dd
Command | €onfigure

l1

- 83: Sau ldri cii dat, t4i img dyngDell Command Update, chgnSetting

6| oen update Package x

E{TRACT

INSTALL

c celNext >

D



- B4: T4i ctra sd Setting, cho.n (Ipdate Settings <te thiiit lip c6u hinh cho vi6c cAp

nh{t bdn v6
+ Mqtc 1: Tdn suSt ki6m tra cic ban c{p nhdt (khuydn ngh! di automatic
updates)
+ Mqtc 2: Cho ph6p img dtmg thgc hiQn hanh tlQng khi ph6t hi6n ra ban c{p nhat
mol enn ch n Download

- B5: T4i ctta si) Setting, chon (Ipdote Filter dd thii5t l{p c6u hinh nhirng b6n vri

De{ Cd!!r-a{ | L!dd. dr.c'6 .l{re far ea larcg OlOi .'hrer itr!:rdra and Oal mlrcrtsl
llpaka lo. F(' rlsiari Ttr &ka6i donilo€ds a]d n93lr tlr 4da!a5 6 *dl

OptiPlex 7050
rQ{412

TJtiilc

Update settings
Automatic Updates -

a NotrF/ orly (when updates ae a{ailable)

-) tlownbad updates (Notiry when ready to install)

) Doyrnbad and install updates (Notify after comdete)

CANCEL

Settings

Aulomatically check for updates

General

Check for udates

whm updates 8re found

After updates are applied

Reslore Defautts

*

Iil

{rr{

Third Party
Licenses

Update FilteI

lmporvExport

Advanced Driver
Re3tore

arosl,

duo. c tii v6

12

3 DeltCommand I update O --x

(



l3

Setlings

ceneral

Update Settings

What to

lmpdv4ofi

Aduanc{d 9river
Be8lore

Btos

qrstsrizc Updstcd

Sehct the updates yG,r $,ould like to rec€ive

Third Party
Licenses

Restore D€fauhs

Updates for this system configuration {rccornmended)

Update Filter

E secudry updaGs

! Artrcat UpOxes

E AecffnrrEndeC U$ates

! OptonalUpdare!

Level

CANCEL

* Recommendation level: C6 th6 tiry chgn chi c{p nhQt nhirng bdn v6 quan
trqng
+ Ihpdate.Type/ Device Category: Chgn nhtng phan can tai ban cflp nhat @IOS,
driver phin cring,...)

fr

G

t/,i

\
\

OK
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Settings

ci€rcral

LF&te Scni.qg

) Recommendation Level

lrrporUBeo.t

Advarccd o.iv€r
Redora

Sros

Third Patq
Liaensls

Sestore Delauhg

! radrare orl*rs

I Ap*ca@.r Sofiwe (€ g 0.} Cd.d€nd IP@rl+arEg.ri

I sas upd$rr

I Fialrxelr up&tes

! wtay sortv"aa

I $ cth€{s

E e*:"

? c:,ir"a

g 
'n 

tll{eg rtclrse. Kcrt@rd)

! t+tvrc*r am a*oo+r

E Sorage & 9 ira.d d.rvE, CO,fiD)

E vi*o

! * ote,s

v D"yice Coteggry

Updale rype

- 86: Sau khi thii5t lQp xong, cho.n OK,sau d6 chgn Check dE kitim tra c6c ban
c4p nh4t

OeI Co.ry$rd I Lrpdde aheats 6ad!r!€ b tF" laear 816, &Ber, 6nn ?re rd oeI aDDMdl
rrpdofes &ryou sFfe.n Tt! 600b*ql dofilbaib 16 rElaits t E ll@Ls ar s.!.t

0ptiPlex 7050 d E
^dY 

ctdtrwt{

xx{rut
r&ri.

9r*rl, q

Irt cf,.et

' /i tl)l{

- 87: Sau khi ki6m tra, chgn View Details dti Uem tra th6ng tin c6c bin cAp nhat

oi{ CAHCET

update Filte.



OptiPlex 7050

.- a4a.riatlady {gsr tnlrll (*tEr n$rrtd}

selected updates (6 of 6; 1147.1 MB)

r Cnlsr t DdlEe f2 qt a 283 3 rJB)

!Qaaji.2sarrErag

f.5l dr.al

l5

+.Chen clrcbinc4p nhdt tlugc ciri/kh6ng dugc cdi viro miy b6ng c6ch tich vio 6
tl6u mdi bin c4p nh4t

:
x

(

(

'A

rI

- 88.' Chgn INSTALL dC cdi d{t c6c bin v6 dugc lua chgn, lJrdi tlQng lai m6y
:,, 1

tmn neu rmg oung yeu cau

r rntd 96€ol9260/1&6618?s6.mf,6$10s Bh.€rodl-r tfrY0 oflt/€r ({4 8 M&
l/90/?gm]

?. lntd BBd $sa{e T€dnobgy oryer sfld }rfiagfrnsrt cons& (54 3 [rA,
'ni26t819)

Cusrornize Seleclion

o

o

o

o

*

c
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3.1.2. Ctich 2: T,fii bdn vd vd cdi dfi thrt c6ng
- Bl: Truy cQp trang: https://www.dell.com./support/home/en-vn vd tim ki6m
theo Serivce Tag hoic Model cia mriy tinh can tai Uan cQp nhft t4i mgc Search
Support

Selected updates (6 ot 6; 447.1 MB)

OptiPlex 7050
rx433S.rtirI{

t-la&

Search supponWhich product can we help you with?

Emlr . sEyL. T.c, seilr N(!nS€r, s.rvte tr€qa! uo.bl, .r (€rv..d.:?

x

I,;i5

r,3 \ A L.dla tunEirJ..lFrsa$c *i..lc d*t rci?YrJ c8r,rd n*r

I**,dr..-*

@

- B2: Chqn mgc Drivers .& Downloods, chqn Find drives vir nhAp vio 6
Keyword th6ng tin ban v6 cin c{p nhQ1t (trong bdi huong ddn cap nh4t E\OS nen
sd nhdp BIOS.vdo 6 Keyword)
+ Chgn hQ <ti6u hanh tlang sri dgng cria m6y

& DellComriand I Upd,rte v3r O I - tr x

lt ro.naA,c!I, crftEt tFlem (hrgl raqjgedi

-r

@ Asr',. Fc.r

t!l&o.b$Ek.er.'i}es!

Welcome to Support
Have an account? Sign an to view your products. 9!n r!
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Precision 7560

{-*"*

S Let Dell automatically lind driver updates for you

Manually find a specific driver ,or your Precision 7560 d
<D

tD olqdd,rdd,lo.cilr *^ O

{-r

- B3: Chgn ban vrl dugc khuy6n nghi $iAm tra ngay Release) vd chgn
Downlood

Manmtly tird a speclfic ddver for your Precision 7560 rad dtss .

!st-q-lE-r,rtil!t!1
q

!D lrd dd*od3trq*r ir.* o

Ita..crT.ftr.I.a.laE6 Ld. S.d! ni.y &!d, D..i!s ar F(, s)*fl. To ld 0.a rrbiirf,c.!,tddn u!.ht . ta Fq sd.ct Ci..r

,d cmnr$ | rjpa.t. taira€lo. d htyhElo

C o.rP,cie75.oaEz6csF..Broi ed wd

- 84: Cii d4t ban v6 vta t6i v€ vd khdi ilQng lai m6y n6u iluo. c y6u cAu
3.2. D6i vrfi lga chgn kh6ng cfp nhgt bin v6 BIOS
3.2.1. Truy cip viro BIOS thay a6i ciu ninn

a) Tit tintr ning BIOS Connect:
- Bl: Truy cfp BIOS bdngphim F2
- 82: Do BIOS c6c m6y kh6c nhau md tinh ndng BIOS Connect nim d vi tri
khric nhau:

:
{
3
)
t

o

o

L]

l-- ps'q.rt -'l
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+ BIOS > Update, Recovery > BIOS Connect > chuy6n sang Off
+ BIOS > Settings > SupportAssist System Resolution > BIOS Connect > 86
chgn BIOSConnect
b) Tit tinh ning HTTPS Boot:
- B1: Truy cip AIOS bdngphim F2
- 82: Do BIOS c6c m6y kh6c nhau md tinh ndng filTPS Boot n6m d v! tri khric
nhau:
+ BIOS > Connection > HTTP (s) Boot > chuy6n sang Off
+ BIOS > Settings > SupportAssist System Resolution > HTTPS Boot > 86
chpn HTTPS Boot

3.2.2. Sfr dgng [,ng dgng DELL Command
- B1: Cdi d?t rmg dgng d muc I.I.2 (Budc 1, 2)
- B2: Vdo tmgdtlngDell Command ConJigure lVizard

- 83: T4i myc Create Mulfiplatform Packet,t4i 6 tim kii5m nhdp BIOSConnect
+ Tim ddng c6 Cotegory ld Support Assist; Name ld BIOSConnect

p Dell Command Configure Wizard

o!?r :

orE arydrldil.ridn-h,E.se

=t-c!!a,a*a ra,.l.sla Po;
i

Cora!Eirq.l.,'49..d i

cdarE rE 99sn nsna

otdf d{DnrrGtu

llrgr3..r, ertlirE ,r
q.datrn.4agr 4,

0!rr'3 dn @aeE dO

otrd!,. rna4'r6 s

Creale Multiplatform Package

A Gin 6 yq, h.(}a.*

q

@

C6aCE i !a..i tr lu.a tslsB

rn iss. - gcd

.nat. t&tir!U..E P..*t
s.ni.$ ts .I posslrk pii{dF3

or- . o.I RE'.E d.d Hrr.
U* Sdttno! n6 0+r RE6rGldG3 ?r-bce

lhr !€nfi. t 16 . Fsidar, e.ird ..tl,g!

!I De command I configure Y{5.0 O ? I - r] X

o..r. r..J E r..r Prd4.
s.irrlR. 116 ilE ff.rn 9y:bn

Yl.r tistdt otd'td, p.d.96
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+ Tai cQt Value to Set chgn Disable

- 84: T4i mFc Create Multiplatform Pockel, t4i 6 tim ki€m nh4p HTTPSBoot

+ Tim ddng c6 Category ld Connection; Name ld HTTPSBoot

create Muttiplattom Package
C!i{cr.. crsE* lS d 3Flsi.

lr{.* L* ' g,&n O Yddi.

Cdqtt ! lF.

sloa{. 
'F[@r.!r

stdro. t(fi.o&

Irr'. $s3

9ui0. SLl

$q6a. tEera..r

Srlr.ic Arr&d&o<t
gladr*t aln.osRaodyllr€hdd

r@E

@

A &,n6yqrt .4.d

cd. hrtrdun P.d.,r.
S*59r kr 

'1 
grsta. Crilrm

qEa. t !.1 srain tr.fa.
Salms t6\ llt drt ryd4

or..!.dr.dmd*a.
rr* 9(iios tM De{ PesDad51 thrjg€

u$ **',l ns t Eat dr s.!.{ r!rr4!

Y,r&
sr. rE!3la DE nEt :

*E &.rarrylE.ar.!.

EI+a. d C!.b alalr.,

6ar gttrcta roD.&r

Ii&rr, u..n6rDoi

&d..dr$*lbtua
ser.66lrc.n 6rrn,k.

E Dellcommand I coofigure v,t.s.o O? -,lX

Create Mulliplatform Package
adrsr€ . q*ic .t ld .lr sls16E

Yl- DE - 8,E-r e 'at.!$

ry, - |l.r

s!4a9. ,strrk*un

k9e T.rtl*arrr

sld.?e Sat S Nol Spe<i6.d .

lrj,ri D.sal,Trql Not sa.ct6.d '
slpsi As$l 9eDo,lalslCsia-ffir i&i sp-i6.d !

!,s@: rss atroosri-osrrlF.srnlr xot $ftifE<l '

@
r@@

I olE os rs'e.d!..&

4tar 0*i?
i s.& hr€r{a., E

:: s*treEn rE

I-
: SG3AlAcoa

EladcdE.!

i etcid!*

s60E!E lldn

c..ri. Ed,rL{o.n P..raa.
S.ltngs rc al P6tbr. P+,trr66

et!.b L..l d6...trg.
S.tnls nFi t t d.nt tiLi

o'.r. D.l i6.!rd.d Frdea.
rh. sclJlgs nd 0.€ iffi,&o erdag.

rr* !€{lBstsin r 
'r 

rnBlrddsrllrte

ve tjgBy.t <rst.t pdrrEg

*}"g* :
raslecrnrt .

!f, Dell command I confignre

t

v4.to *?i-tlx

(



fieaie Multblaiform Package
alraor..t !r.rE i,l l,.r ltlsB

v-. 8.3c -: g E3, &r,/d6d.

a:F1 ' ,k'
aldtorelhn lA.5ltF.,6a

aodsr*c, M/tIio*..dr.

asnqar4 fdta.aldLrnrD

a.dgrrn i,!

aaAo@*..! ldtddaod.

a6rad! Alrr6.l.crrod

c<dbrls lj.lla..tt!6..ulv

? GE $ )d t r<b.c*

*

@@

crEt rrriddrdtE*{.
s.t'lgs d ar gcB*. ,,ottm!

cflr.L..rtd. P..t t
Sr1lina. lto4:h. se! t31s

oFn.Darg6.ridP.&t
U* Sdi{. td D* Ra'qE6rd.d +.do0.

Ua..ni!G f'd. E iBt!?ia *llrBs

vrarBE rto{s9.decn

=?
:

+ Tai cQt Value to Set chon Disable

Create Mulliplattdm Package
adF4x! . !8. i, le J, rylr.ls

th. B..i: t 6l Ed* 6l lsd.re

c..F, ' i":
cdrgr.lrin )dt

C6f@at+r Artarc.dr..4

csrgr.t i er{t.!tt0.d

Cstes.ndr Llrid.d.t6-rrlly

O okBFrlt d!&r
Eil

ildt $.dn d

c,r-hn#d..i P..h.
sEEr- lc 3i lBsk dr(m.

cltr.ael s,.r6 ir&g.
s4'lgstF9E rcr,Ysf

ot-.d rcrmia.aE a.
u!. s.nhE nd ttr R!+_e slld Pdrc.

lEr *rt.ca lrs . t dirsly ri'.a sd:!9.

lbi ndqy d @ed +-r.*!

=q

- 85: Sau khi thi€t lflp BIOSConnect vit HTTpSBoot, chon EXpORT.D{E vit
chgn noi lrru file c6u hinh

20

qI Dell cornmand I coIlftgure 1..!o + ? I - tr x

E Dell command I configure U'l - = x

d, l;,-5; -l

Name Date modified Bpe

Application

Size

ffi muhiplatf orm-202t0626t $2 6/?6120211:0ZPM 9.928 KB

u m ultiplatform_2021 06261 302.sh 6t26/2o21 lo2PM sH nt" 

-----*-l 
rel

E -rttipr"*"r.-ZoZr06Zefu02r,t 6/26120?11:02PM Application 11,193 KB
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- B6: Ch4y file c6u hinh vtra xu6t ra vi khoi tlQng lai m6y tt6 hoan t5t thii5t hp

c6u hinh cho BIOS

4. Tni [Qu tham khio

https://www.dell.com/support/kbdoc/en-vn/000188682/dsa-2021-106-dell-

client-platform-security-update-for-multiple-vulnerabilities-in-the-supportassist-

biosconnect-feature-and-h@s-boot-feature
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